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APPS TRACKING YOU
New report shows Google, Facebook “extensively” tracking users

The Australian Competition and
Consumer Commission (ACCC) has
released disturbing new findings
about the extent to which consumers
are being tracked - often without
their knowledge - and personal data
collected, while using popular apps
and social media.

This study is included in the ACCC‘s
six monthly follow-up report as part
of its Digital Platforms program 20202025. The Government announced in
December last year the ACCC would
have an ongoing role to monitor digital
platform services and their impacts on
competition and consumers.
In the Executive Summary of the ACCC
report released on October 23, and the
section on Potential consumer concerns
the ACCC notes: Australians’ online
activity is being extensively tracked, with
large platforms including Facebook and
Google key recipients of this data …. Google
and Facebook had the largest presence in
online tracking, with Google and Facebook’s
third party scripts present on over 80 per
cent and 40 per cent respectively of 1000
popular websites in Australia. Amazon and
Microsoft tracking were present on nearly 30
per cent and almost 20 per cent of websites
respectively.
The ACCC commissioned research

from privacy analysis firm AppCensus
to conduct a review of the top 1000
Android apps in Australia, including
the top 100 ‘Health apps’ and the top
100 ‘Kids apps’ on Android devices
based in Australia during June and July
2020. AppCensus observed: platforms
such as Google and Facebook and advertising
service providers have the potential to receive
a range of user information from apps
because of the prevalence of their software
development kits (SDKs) within apps.
AppCensus observed Google’s SDKs were
identified in 92 per cent of all apps analysed
and Facebook’s SDKs in 61 per cent of apps.
Almost two thirds of apps analysed were
observed by AppCensus to have the ability
to transmit user information to Facebook,
regardless of whether those users have
Facebook accounts.In addition to the

presence of SDKs in apps, AppCensus
observed that a range of platforms and
advertising services providers were being
sent data from apps during testing. The
research showed that Facebook received data
from approximately 40 per cent of all apps
analysed. Other platforms such as Google,
Twitter and Amazon were observed to be
receiving user data from around 10 per
cent, 8 per cent and 4 per cent of the apps
respectively.
The ACCC found less than 10 per cent of
consumers have a very good understanding
of how their personal information is used
once they give consent and more than 4 in 5
consider it to be a misuse for an organisation
to ask for information that is not relevant to
the purpose of the transaction or to monitor
and record their online activities without
their knowledge.
It’s certainly time that Australia’s
privacy laws are reviewed and
improved. See editorial on Page 2.
The ACCC’s commissioned research can be
found here
Of particular interest to ACCM and the
readers of small screen is the review of the
tracking activities of 100 mobile apps for
children here

Just among us, this app is causing concern
Now very popular with children,
the game Among Us has some risky
aspects. The game is classified G in
Australia, 7+ in PEGI ( the European

game system), 9+ in the Apple Store,10+
in the US ESRB system and 10+ by Google

Play.
To the game’s developers, Among Us is:
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Apps can trap

BARBARA BIGGINS
CEO ACCM

We all need to sit up and
take notice of this finding
from the ACCC report.

Sec 4.1 Despite increasing
consumer concern about use
of their information, new
research conducted by the
ACCC and AppCensus has
found that consumers are tracked extensively
online. Many popular online private messaging,
social media and search services, including those
provided by Facebook and Google, receive vast
amounts of information on consumers’ activity on
websites and apps not connected to their platforms.
AppCensus observed that many communications
apps analysed, including online private messaging
services, requested access to sensitive information
from users and some were observed transmitting
user’s information to third parties during the
testing period.
AppCensus described what they looked for in
1000 apps searched on behalf of the ACCC.
“During the testing period, we undertook
three key areas of analysis:
1.We examined the apps’ network traﬀic to detect
the transmission of user information to third
parties during the testing period (e.g., known
persistent identifiers, contact information, location
data, etc.).
2.We identified the third-party SDKs [Software
Development Kits] that were embedded within
the apps, which have the potential to transmit
FROM PAGE ONE
A game that combines the
elements of many genres and
offers a unique and gripping
experience you won’t be able
to tear away from? …This is a
fascinating story of flying home
from a strange planet in the
dangerous company of a killer.
Several players perform the roles
of crew members and one of
them is randomly selected to be
the murderer. Working together,
they need to figure out who it
is and make sure this person
doesn’t bother them anymore!
As you can see, you can enjoy
this wonderful game with your
friends, but it’s also fun to play
with random people.
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user information to
those third parties (and
others).
3.We analyzed how the
apps were making use
of permission requests,
which regulate access to
sensitive user data (i.e.,
‘user information,’ which
we define in Section3).
We specifically examined
what permissions were requested by the apps and
whether those permissions were actually used at
runtime.
AppCensus‘ research on 100 children’s apps
for the ACCC can be found here.
AppCensus has a strong reputation for
its work in this field. It offers access to its
research, via the AppCensus website. The
website provides a link to a searchable
database where app titles can be checked for
information about their tracking activity.
We checked the popular app “Among us”
(see front page and below) and found that
it “transmits sensitive data” ( Android ID,
Device description) .
This information is useful and important
for parents but needs some translation
for those without technical knowledge of
app development. With support from the
Australian Communications Consumer
Action Network, ACCM is working with
AppCensus to develop a resource and guide
for parents, so that they are better equipped to
evaluate the apps that their children play.
Watch this space. Take our survey on Page 3.

It’s the latter that is the
main cause of concern.
Australia’s eSafety Office
notes that Among Us can be
played in “private mode” which
is recommended for younger
players, ideally with parental
engagement. Like any game
with a public chat function
and a co-mingled environment,
that can introduce risks of
adult strangers interacting
with children online. eSafety
considers that stronger safety
features would include as a
minimum a reporting function.
The ESafety report says
“eSafety has reached out to
Among Us seeking information
on their age rating and to
discuss what safety measures
October 2020 p2

they have in place to protect
their users. We are reticent
to provide a definitive rating
until these questions have been
answered”.
The UK site Internet Matters
lists the main concerns as
• Talking to strangers in
the game (they may meet
and chat with people
they don’t know which
could put them at risk)
and
• Seeing inappropriate
content (Although
you can use the censor
filter to block out bad
language, it does not
block everything),
and has a useful set of
pointers for parents.
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TAKE OUR SURVEY
As part of its project on apps that
track, ACCM is seeking parents’
views about the apps their children
play. FIND the survey here.

world news
Pokemon Go hits $1 billion
in 2020 as lifetime revenue
surpasses $4 billion

40,000 kids in the US shows how
kids’ allowance spending habits have
changed ahead of the new school
year.

US | SENSOR TOWER

Read more here

Pokémon GO
from Niantic
has seen its best
calendar year yet
after generating
$1 billion in the
first 10 months
of 2020 alone,
Sensor Tower
Store Intelligence estimates show.

Game company facing classaction lawsuit in Canada related
to loot boxes
US | CISION PR NEWSWIRE

A pair of Canadians have filed a class
action lawsuit against Electronic
Arts, alleging that the company’s use
of loot boxes violates the country’s
Criminal Code.

Spending declined 29 percent in
2017, but has risen each year since,
with 2020 already representing its
best year ever.
Players worldwide have spent up 11
percent more so far this year than in
all of last year, and 30 percent more
than in the first 10 months of 2019.
Read more here

TikTok star Emily Canham falls
foul of UK ads watchdog
UK | BBC NEWS

A social media influencer has become
the first person to be reprimanded by
the UK’s advertising watchdog over
a TikTok post.
The ruling centred on a video
published by Emily Canham that
promoted products made by the
hair-styling brand GHD.
The regulator said it should have
featured an #ad hashtag or similar
label.
Read more here

Roblox and Fortnite overtake
candy and books in kids’
spending charts
US | CISION PR NEWSWIRE

A comprehensive new study of

Read more here

McHappy Day Ambassador.
Read more here

Extracurricular activities help
adolescents’ mental health,
screen time does not: study
CA | CTV NEWS

A new study from researchers at
the University of British Columbia
has examined how recreational
screen time and participation in
extracurricular activities can impact
the mental health and well-being of
adolescents.
Read more here
Read the research here

NZ Privacy Commissioner labels
Facebook as ‘morally bankrupt’

Google kicks out these three
popular kids apps from Play
Store: here’s why

NZ | ZDNET

IN | INDIA TV NEWS

The New Zealand Privacy
Commissioner John Edwards has
lashed out at Facebook, labelling the
social network as “morally bankrupt
pathological liars who enable
genocide (Myanmar)” on Twitter on
Sunday night.

Google and Apple usually tend to
remove any app that violates the
respective app stores’ policies. This
time around, Google has removed
three applications from the Play
Store over security concerns. Princess
Salon, Number Coloring and Cats &
Cosplay are the three gaming apps
for children that have been kicked
out of the app store.

Read more here

Eva Mendes reveals her two
daughters’ favourite TV show is
Bluey
US | NOW TO LOVE

For actress Eva Mendes and
her partner Ryan Gosling, the
Hollywood couple look to an iconic
Australian children’s cartoon to
help entertain their two daughters,
Esmeralda, six, and Amada, four.
“They love Bluey! Bluey is huge in
our house. Huge,” Eva tells Now To
Love in an exclusive interview as
she announces her latest role as the
small screen
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Read more here

Harball wins prestigious Japan
prize
AUS | ACTF

Hardball, produced by Northern
Pictures, has continued its
unstoppable 2020 awards
momentum by taking home this
year’s prestigious NHK Japan Prize
as the best program in the Primary
age category.
Read more here

